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Disclaimer: This Transfer Impact Assessment (“TIA”) is provided for information purposes only and 
is not a substitute for legal advice based on your specific situation. This TIA shall not be construed to 
be included in any contract, either explicitly or implicitly, in whole or in part. It is not intended to 
provide legal advice, and BlackLine encourages our customers to consult with their own lawyers to 
understand the legal obligations applicable to their business. Regulators and other market 
participants may come to conclusions that are different from ours. The information here is subject to 
change. This information is provided as of the last updated date and may not account for changes 
after such date.  
 
Cross-border transfers of personal data have increased in complexity under global privacy laws. For 
example, in the European Union, a key shift occurred following the Court of Justice of the European 
Union’s (“CJEU”) Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited 
(“Schrems II”) judgment as well as subsequent Data Protection Authority decisions and comments 
against Meta, TikTok and others. 
 
BlackLine’s approach is to apply a robust set of safeguards to ensure compliance with applicable 
requirements in all jurisdictions where we operate. While Europe’s rules provide a well-recognized and 
trusted benchmark, our practices are designed to reflect comparable practices globally. We safeguard the 
personal data our customers entrust us to process when we must transfer that data to a third country — 
whether for the purposes of support, security, or sub-processing. 
 
BlackLine may transfer personal data (as defined in BlackLine’s Data Processing Agreement) outside of 
its originating location as necessary to provide its products and services. For example, we have offices 
around the world, and in some of those offices, our employees may need to access personal data. In a 
few circumstances, we may have vendors outside the United States, or our vendors may be in the United 
States but have operations in other countries. 
 
Before transferring personal data internationally, companies must assess the relevant data transfer rules. 
In certain countries, companies must assess whether their personal data will be protected to the same (or 
similar) standard with the originating location’s data protection rules (the EU’s test for this is 
“essentially equivalent”), or whether the data exporter and importer must implement “additional 
safeguards” to protect the personal data to the requisite standard. Central authorities in some countries 
(typically, regulators or government) will make decisions permitting transfers to other countries (in the 
EU this includes the Commission issuing an “adequacy decision”). 
 
A Transfer Impact Assessment is a formal risk assessment designed to evaluate the privacy and security 
risks associated with transferring personal data to a country which does not benefit from such a decision. 
A TIA assesses the privacy risks that public authorities (in particular, national security and surveillance 
authorities) may access transferred personal data and mitigating safeguards.  
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The European Data Protection Board (“EDPB”) published recommendations on supplemental measures 
and on the European Essential Guarantees (“EEGs”) to assist businesses undertaking TIAs (collectively, 
the “EDPB Recommendations”). While the EDPB Recommendations are non-legally binding, they 
represent the collective views of the EU data protection supervisory authorities and their guidance to 
ensure compliance with the Schrems II decision.  
 
The responsibility for conducting TIAs will often primarily sit with the “data exporter”, meaning the 
entity initiating the transfer to a third country. Organizations transferring personal data internationally 
should assess whether the data transfer creates privacy or security risks and identify appropriate 
safeguards. While this TIA draws on the GDPR and the EDPB Recommendations as a key example, the 
principles outlined here may apply more broadly to cross-border data transfers. We closely monitor 
global guidance on international transfer risks assessments. 
 
In a TIA, exporters should assess whether the relevant personal data will be protected to an essentially 
equivalent or substantially similar standard when processed outside of the originating location. In 
essence, the TIA evaluates on a case-by-case basis whether the laws or practices of the recipient and 
importing country relating to public authority access to data impinge on the effectiveness of the transfer 
mechanism. The sections below summarize our analysis, findings and conclusions from investigating the 
relevant laws in the countries in which BlackLine has support personnel or deployed Sub-processors, the 
availability of individual rights, and government access policies. 
 
While the principles below are informed by the GDPR, in our view, they may apply more broadly to 
cross-border data transfers to guide compliance efforts globally. 
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Frequently Asked Questions 
 

Q: What is a transfer impact assessment? 
 
A: BlackLine’s Data Processing Agreement now incorporates the 2021 versions of the EU Standard 
Contractual Clauses, a Swiss Addendum to the SCCs, and the United Kingdom International Data 
Transfer Agreement (collectively, the “SCCs”). In response to the heightened requirements created by 
the Schrems II decision, these new SCCs require a data importer (such as BlackLine) to provide 
specific information about data transfers it undertakes and require exporters to conduct a transfer 
impact assessment to evaluate risks involved with the transfer of personal data to countries outside the 
EEA. The SCCs also require a data exporter to take into account any supplemental technical and 
organizational security measures and additional assessments may be required to mitigate risks before 
transferring any personal data across borders. 

 
Q: Can I continue to transfer personal data from the EU to the US? 
 
A: Yes. In response to Schrems II, the European Data Protection Board (EDPB) has made clear that 
Binding Corporate Rules and Standard Contractual Clauses remain valid data transfer mechanisms. As 
stated in the EDPB Recommendations, transfer mechanisms do not operate in a vacuum and may need 
to be paired with supplementary measures that enhance protection of personal data. BlackLine 
currently relies on the EU-U.S. Data Privacy Framework (DPF) for qualifying transfers.  
 
However, following the U.S. Supreme Court’s June 29, 2026, ruling in Trump v. Slaughter — which 
held that the President may remove Federal Trade Commission (FTC) Commissioners at will — the 
continued validity of the DPF adequacy decision is subject to renewed legal uncertainty. The European 
Commission is analyzing the implications, and privacy advocacy groups have signaled intent to seek 
CJEU invalidation. Until the situation is resolved, companies are advised to consider implementing 
SCCs as an independent and parallel transfer mechanism alongside DPF certification. The SCCs are a 
fully valid legal basis for international data transfers in their own right and are not merely a secondary 
or contingency measure. BlackLine's Data Processing Agreement incorporates the SCCs and remains 
available as such. 
 
Q: What are the specific circumstances of the transfer of personal data?  
 
A: BlackLine is a SaaS provider that provides cloud-based accounts receivable, intercompany financial 
management, account reconciliation, accruals and financial close accounting software which includes 
processing customer financial and accounting data (for example, corporate general ledger account 
information – balances). 
 
In providing our tool as a data processor, BlackLine processes data our customers submit to our Hosted 
Service. Under this system of “bring your own data” (where BlackLine does not itself upload client 
data), we cannot know for certain if client uploaded data contains any personal data. 
 
A BlackLine customer may submit personal data to BlackLine’s Hosted Service, the extent of which is 
determined and controlled by the customer in its sole discretion. Such data may include personal data 
relating to the customer’s employees, contractors, clients, business partners or other individuals whose 
personal data is stored in the Hosted Service. The number of data subjects whose personal data is being 
processed (if any) is determined by the customer.  
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Q: What is the duration of the processing of personal data? What is the transfer frequency of 
personal data? 
 
A: BlackLine will generally process personal data for the duration of the customer agreement, unless 
otherwise agreed upon with the customer in writing. BlackLine transfers personal data on a continuous 
basis, as the Hosted Service is used. 
 
Q: Where can I find more information about BlackLine’s security measures? 
 
A: For more information about our security measures, see our Security site. 

 
Q: I don’t want my data to leave Europe. Do you offer local or regional storage in the EU? Do 
you have an EU datacenter? 
 
A: Yes, BlackLine offers local or regional storage in the EU. When you subscribe to BlackLine’s 
services, you select a primary data hosting region on your Order Form. Your personal data will be 
stored at rest within the data centers located in your chosen region of either the United States (US), 
European Union (EU), or Asia-Pacific (APAC). However, to deliver and support a global, enterprise-
grade cloud service, certain data processing activities (such as logical access) must occur outside of 
your selected storage region. The primary operational drivers for this global processing model include: 
 

• 24/7 Global Customer Support: BlackLine provides “follow-the-sun” customer support and 
releases ongoing updates to our services, which necessarily means processing data in multiple 
time zones. To provide continuous, “follow-the-sun” support, our global teams and Sub-
processors require logical access to personal data to troubleshoot and resolve issues promptly. 
As detailed in our Sub-processors list, this allows a support case for an EU-based customer to 
be handled by our team in the United Kingdom (“UK”). While customers can request support 
exclusively from a specific region, doing so will impact response times outside of local 
business hours and is not guaranteed. 
 

• Technical Operations, Maintenance, and Security: Our global operations and security teams 
work around the clock to maintain platform health, integrity, and security. These activities 
require remote logical access to diagnose platform-level issues, perform necessary 
maintenance, and respond swiftly to security incidents. All access is strictly monitored, logged, 
and governed by least-privilege principles. 

 
• Product-Specific Architecture: While the majority of BlackLine’s products process personal 

data within your primary hosting region, certain specialized features and connectors utilize 
Sub-processors located elsewhere. Restricting processing to a single region would inherently 
disable these capabilities. Please see our Sub-processors list for more information. 

 
• Compliance with Applicable Law: Our Data Processing Agreement includes our government 

request policy, which guides how we will respond to requests for access to personal data from 
law enforcement and government entities.  

 
While BlackLine commits to storing your personal data at rest in your primary hosting region, providing 
a resilient, enterprise-grade service requires flexibility for data to be securely accessed or processed 
globally. 

https://www.blackline.com/legal/security/
https://www.blackline.com/legal/subprocessors/
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Q: Is BlackLine taking supplementary measures in order to protect personal data?  
 

A: Where personal data is transferred across borders, organizations must rely on appropriate legal 
mechanisms to ensure compliance with applicable privacy laws. The mechanisms vary by jurisdiction 
but share the common goal of safeguarding data – and maintaining standards during international 
transfers. Any cross-border transfer is conducted under strict organizational, technical and contractual 
safeguards. As outlined in our Data Processing Agreement, we protect your personal data through a 
multi-layered approach: 

• Contractual Safeguards: We rely on legally recognized transfer mechanisms. Where there are no 
adequacy decisions, we rely on contractual mechanisms. For example, BlackLine may rely on 
the SCCs to transfer personal data to BlackLine affiliates and to Sub-processors. We provide 
a Data Processing Agreement, which incorporates the SCCs, as well as data protection terms 
like protections around compelled disclosure, to our customers as part of our standard agreement 
with them. Also, any Sub-processor that BlackLine engages to process personal data undergoes 
a thorough information security and data protection cross-functional due diligence and signs 
data protection terms no less protective than the terms applicable to BlackLine. This is covered 
and tested in the BlackLine SOC 2 audit report by an internationally recognized auditor via 
relevant controls. 

• Sub-processor Oversight: For more information on BlackLine’s Sub-processors, please refer to 
our Sub-processors list located at https://www.blackline.com/legal/subprocessors/. The Sub-
processors list identifies each Sub-processor, its location, and the enterprise cloud applications it 
supports. We update the Sub-processors list at least 30 days prior to authorizing a new Sub-
processor to process personal data. During this period, customers have the right to object to the 
use of a new Sub-processor on reasonable data protection grounds. This ensures oversight of the 
entities processing your personal data. 

• Technical Safeguards: We validate the effectiveness of our information security controls by 
periodically attesting against internationally recognized auditing standards - SSAE 18 / ISAE 
3402 SOC 1 - Type 2 and SSAE 18 / ISAE 3000 [Revised] SOC 2 - Type 2, and certifying 
against internationally recognized security standards - ISO/IEC 27001, ISO/IEC 27017, 
ISO/IEC 27018, and ISO/IEC 27701. Connection to BlackLine’s Hosted Service environment is 
via TLS cryptographic protocols ensuring that our users have a secure encrypted connection. For 
more information about our security measures, see our Security site. 

• Encryption at rest. Personal data at rest is encrypted by default using AES256 or a 
stronger alternative. BlackLine implements industry accepted encryption algorithms that 
have keys that are no less than 256 bits for symmetric-key algorithms, 2048 bits for 
RSA based asymmetric-key algorithms, and 128 bits for elliptic curve based 
asymmetric-key algorithms. 

• Organizational Safeguards: We enforce rigorous internal access policies, including a strict 
“least-privilege” access model. We do not provide any government with direct and unfettered 
access to customers’ data, nor do we provide any government with encryption keys or the ability 
to break our encryption.  

• Government Request Policy. Our Data Processing Agreement includes our government 
request policy, which guides how we will respond to requests from law enforcement and 
government entities. In line with that policy, before sharing personal data with law 
enforcement or government agencies, we check that the request is valid, binding, and 
made under enforceable legal process. We will notify our customer unless we are 
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explicitly prohibited from doing so by law. We will, where permitted, seek to limit 
disclosures to the minimum amount of data necessary to satisfy the relevant legal 
requirement. BlackLine’s government request policy is designed to be consistent with 
the EDPB’s December 2024 Guidelines on Article 48 GDPR. In particular, BlackLine 
applies a two-step analysis before responding to any foreign public authority request: 
first, identifying a valid GDPR legal basis for any disclosure; and second, confirming 
that the response would comply with Chapter V transfer requirements.  

• No Backdoors. We do not provide any government with “backdoor” access to our 
systems.  

• No Mass and Indiscriminate Access. Our technical and organizational measures are 
designed to prevent mass or indiscriminate access to personal data while in transit. 

• Transparency: As of the last updated date of this TIA, BlackLine is not aware of having 
been served with a government request to access customer personal data, including 
under the U.S. CLOUD Act, the Foreign Intelligence Surveillance Act (FISA) Section 
702 or Executive Order (EO)12333. 

Q: If BlackLine cannot rely on an adequacy decision for the transfer of my personal data and 
instead must rely on the SCCs, does the law of the destination country interfere with the data 
protection safeguards provided by the SCCs? 

 
A: No. To make this determination, BlackLine conducts Transfer Impact Assessments guided by the 
EDPB Recommendations. The core of this analysis evaluates whether a destination country’s state 
surveillance and government access laws exceed what is necessary and proportionate in a democratic 
society, and whether adequate oversight and individual redress mechanisms exist for data subjects. 

As detailed in our country-specific assessments below, BlackLine has concluded that transferring 
personal data to these jurisdictions does not compromise compliance with the SCCs. This conclusion is 
based on one or both of the following factors, depending on the jurisdiction: 

1. Alignment with European Essential Guarantees: The local laws governing government access 
and surveillance do not exceed what is necessary and proportionate to safeguard public interest 
objectives. The destination country’s combination of judicial authorization, independent 
oversight, and available redress mechanisms fundamentally aligns with EDPB requirements for 
legality and effective legal remedies; and/or 

2. Implementation of Supplementary Measures: Where local legal frameworks present challenges 
regarding necessity, proportionality, or transparent redress, the practical risk of unlawful 
government access is sufficiently mitigated by BlackLine. This mitigation is achieved through 
the specific nature of our services and our robust technical, contractual, and organizational 
supplementary measures—such as encryption in transit and at rest, strict access controls, and 
legally challenging unlawful data requests. 

 

  



 

 

Adequacy Decisions  

In many jurisdictions, relevant regulatory and government authorities, including the European 
Commission, have the authority to determine whether a country outside of its respective jurisdiction has 
an adequate level of data protection. Once a country has been declared “adequate” or the equivalent term 
under local law, personal data can be transferred to that country without any further transfer mechanism 
or TIA being required. Adequacy decisions can also extend to certain sectors within a third country.  

Wherever possible, adequacy decisions are BlackLine’s primary transfer compliance solution. For 
example, BlackLine relies on European adequacy decisions for transfers of personal data to Canada, 
Japan, the UK, and the United States via the Data Privacy Framework. However, as described further in 
the United States section below, the validity of the EU-U.S. DPF is subject to renewed legal uncertainty 
following the U.S. Supreme Court’s June 29, 2026, ruling in Trump v. Slaughter, and BlackLine is 
closely monitoring developments. 

In addition, the EU and the UK have a mutual data adequacy arrangement. The EU, the UK and Japan 
have mutual adequacy arrangements. The EU, the UK and Canada have mutual data adequacy 
arrangements. 

BlackLine monitors applicable adequacy decisions and transfer mechanisms and will update its transfer 
practices as necessary to comply with applicable law. 

  



 

 

United States 

Transfer Mechanism 

Data Privacy Framework  

BlackLine’s headquarters is in the U.S. and is subject to U.S. jurisdiction. On 10 July 2023, the EU 
Commission issued an adequacy decision approving the EU-U.S. Data Privacy Framework (“EU-U.S. 
DPF”) as ensuring an adequate level of protection of personal data.  

On 21 September 2023, the UK published adequacy regulations approving a UK Extension to the EU-
U.S. DPF also known as the UK Data Bridge which became operational on 12 October 2023 (“UK 
Extension”).  

On August 14, 2024, the Swiss Federal Council too, formally recognized the adequacy of the Swiss-U.S. 
DPF which entered into force on September 15, 2024 (“Swiss-U.S. DPF”). 

Reports issued by both the European Commission and the EDPB since the issuance of the Commission’s 
U.S. adequacy decision confirm that all aspects of the EU-U.S. DPF are now operational and note the 
numerous positive developments in the U.S. legal framework, particularly the additional statutory and 
procedural protections, safeguards, oversight, and accountability measures applicable to U.S. 
intelligence collection authorities.  

For transfers covered by the EU-U.S. DPF, UK Extension, and Swiss-U.S. DPF, the European 
Commission, UK Government, and Swiss authorities have determined that participating organizations 
certified under the applicable framework provide an adequate level of protection for personal data 
transferred from the EEA, UK, and Switzerland to the United States. BlackLine relies on the EU-U.S. 
DPF, the UK Extension, and the Swiss-U.S. DPF as valid transfer mechanisms for transfers of personal 
data from the European Economic Area (“EEA”), UK, and Switzerland to the United States, 
respectively.  

For more information, see our Data Privacy Framework Notice. Information regarding BlackLine’s 
certification status is available on the Data Privacy Framework website. To view BlackLine’s 
certifications, enter the search term “BlackLine.” We maintain our certification and compliance with the 
DPF Principles for transfers covered by our DPF certification. We may also use adequacy decisions to 
justify transfers to third party Sub-processors in the U.S., where applicable.  

Trump v. Slaughter 

On June 29, 2026, the U.S. Supreme Court ruled in Trump v. Slaughter that the President may remove 
FTC Commissioners at will. Because the DPF’s adequacy decision relies in part on the FTC acting as an 
independent enforcement authority for DPF-certified organizations, this ruling raises material questions 
about whether a core assumption underpinning the adequacy decision remains satisfied. The European 
Commission has indicated it is analyzing the implications; privacy advocacy groups have signaled their 
intent to seek CJEU invalidation of the DPF (a potential “Schrems III”), and a CJEU appeal of the 
Latombe General Court judgment is also pending. BlackLine is actively monitoring these developments. 

SCCs as an Alternative Legal Basis 

For transfers covered by BlackLine’s DPF certification, the adequacy decision means a separate SCC-
based TIA is generally not required. However, in light of the renewed uncertainty described above, we 
continue to do so to monitor relevant changes to the U.S. legal system and maintain the U.S. portion of 
this TIA, to assist our customers who may still wish to conduct a TIA in respect of the U.S. 

In addition, in light of the Trump v. Slaughter ruling and the resulting questions about the FTC’s 
independence, we maintain the SCCs as a contingency transfer mechanism alongside our DPF 
certification, to ensure an alternative legal basis is available in the event the DPF is suspended, repealed, 
or invalidated.  

https://www.blackline.com/legal/DPF-notice/
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Currently, we generally do not rely on the SCCs for transfers covered by our DPF certification. 
However, in the event the DPF is invalidated, we provide a Data Processing Agreement, which 
incorporates the SCCs, to our customers as part of our standard agreement with them. In which case, to 
rely on the SCCs, we must assess whether U.S. law could interfere with the data protection safeguards 
provided by the SCCs. The analysis herein addresses the concerns raised by the Court of Justice of the 
European Union in the Schrems II ruling regarding U.S. surveillance laws (FISA 702 and EO 12333). It 
evaluates whether the U.S. legal framework, as updated by Executive Order 14086, ensures that any 
government access to data is necessary, proportionate, and subject to effective oversight and redress. 

Assessment of U.S. Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Electronic Communications Privacy Act (“ECPA”) 

• Clarifying Lawful Overseas Use of Data Act (“CLOUD Act”) 

• Executive Order 14086 (“EO 14086”) 

• Executive Order 12333 (“EO 12333”) 

• Foreign Intelligence Surveillance Act (“FISA”), including Section 702 

1. Government Access Laws: U.S. law provides several mechanisms for government authorities to 
compel a company to disclose data. The primary laws are: 

• ECPA and the CLOUD Act: The ECPA governs law enforcement access to data for criminal 
investigations, requiring a legal process (like a warrant) issued under judicial oversight. The 
CLOUD Act clarifies that a U.S. provider must disclose data in its possession, custody, or 
control pursuant to a valid warrant, regardless of where the data is stored. It does not create new 
surveillance powers and explicitly allows companies to challenge requests that conflict with 
another country’s laws. 

• FISA: Authorizes the U.S. government to compel electronic communications service providers 
(ECSPs) to disclose information of non-U.S. persons located outside the U.S for foreign 
intelligence purposes. This can be done via “downstream” orders to a provider like BlackLine or 
“upstream” orders compelling backbone providers (i.e., telecommunications carriers) to provide 
communications transiting their networks. As BlackLine is not a backbone provider, it is not 
subject to upstream orders. While BlackLine could potentially qualify as a Remote Computing 
Service (and therefore an ECSP), it is unlikely to be a target of FISA 702 orders, which are 
focused on specific foreign intelligence threats and not ordinary commercial business data. 
Publicly reported cases and guidance from the U.S. Departments of Commerce and Justice 
demonstrate that the U.S. government targets consumer-facing communications providers, not 
commercial business software. FISA Section 702 authorizes the NSA to conduct warrantless 
surveillance on non-U.S. persons abroad, with the Foreign Intelligence Surveillance Court 
approving programmatic procedures annually rather than individual warrants. Following the 
April 2024 Reforming Intelligence and Securing America Act (RISAA), which added oversight, 
a legislative deadlock in spring 2026 led to a statutory lapse, though intelligence collection 
continues via transition rules into 2027.  

• National Security Letters (NSLs): Allow the government to obtain limited non-content data (like 
name and length of service) without prior judicial oversight for national security investigations. 

• EO 12333: Authorizes U.S. intelligence agencies to conduct surveillance outside the U.S. by 
collecting foreign intelligence from communications infrastructure. It does not provide authority 
to compel private companies like BlackLine to disclose data. Therefore, BlackLine has no legal 
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obligation to assist the U.S. government under EO 12333 and contractually commits that it will 
not do so voluntarily. The primary risk under EO 12333 is the interception of data in transit, a 
risk BlackLine mitigates by encrypting all data in transit and at rest. BlackLine has not built 
backdoors to allow government circumvention of its security measures. 

Executive Order 14086 & The Data Privacy Framework (DPF) 

In October 2022, the U.S. issued EO 14086, which restricts U.S. signals intelligence collection to 
activities that are necessary and proportionate to a validated intelligence priority. It also implemented 
new safeguards, including a binding and independent redress mechanism. 

The European Commission’s October 2024 periodic review of the DPF confirmed that the U.S. has 
successfully implemented safeguards limiting intelligence access to what is necessary and proportionate. 
A key development recognized in this report is the establishment of the Data Protection Review Court 
(DPRC). The DPRC handles complaints from individuals in “qualifying states” (including the EU, EEA, 
UK, and Switzerland) regarding the misuse of their personal data, providing independent and effective 
redress.  

Privacy and Civil Liberties Oversight Board  

Since the European Commission’s October 2024 review of the DPF, a material structural change has 
occurred: the Privacy and Civil Liberties Oversight Board (PCLOB) — an independent oversight body 
cited by the European Commission in its adequacy decision and which plays a consultative role in the 
appointment of DPRC judges under EO 14086 — has lost its operating quorum.  

In January 2025, the Trump administration removed three of the PCLOB’s five members, leaving only 
one member. As of the date of this TIA, the PCLOB’s quorum has not been restored. Without a quorum, 
the PCLOB cannot perform the annual EO 14086 compliance reviews mandated by that Order, nor 
fulfill its role in the DPRC judicial appointment process. The Swedish DPA noted in March 2025 that 
the loss of PCLOB quorum does not immediately invalidate the EU-U.S. adequacy decision; however, it 
represents a structural weakening of the oversight architecture cited by the European Commission (EC) 
when finding U.S. protections adequate.  

Latombe v Commission  

In September 2025, the European General Court (Case T-553/23, Latombe v Commission) confirmed the 
validity of the European Commission’s 2023 adequacy decision for the US. Philippe Latombe appealed 
the General Court's judgment to the CJEU in October 2025; the appeal is pending, with no hearing date 
announced as of the date of this TIA.  

Practical Experience  

The EDPB Recommendations enable data exporters to consider an importer’s practical experience with 
government requests. BlackLine is not aware of having received any legal process from U.S. 
government authorities under FISA, EO 12333, or any other laws authorizing the compelled production 
of customer personal data, as defined in our DPA. 

2. Necessity and Proportionality: The U.S. legal framework has been significantly updated to incorporate 
necessity and proportionality principles. EO 14086, signed in October 2022, was a direct response to 
the Schrems II ruling. It mandates that all U.S. signals intelligence collection, whether under FISA or EO 
12333, must be necessary to advance a validated intelligence priority and conducted only to the extent 
and in a manner that is proportionate to that priority. As noted in U.S. government white papers, 
intelligence agencies are focused on specific foreign threats, not the “ordinary commercial information 
like employee, customer, or sales records” that BlackLine processes. Therefore, BlackLine has no basis 
to believe its data would be of interest to intelligence agencies. Most legal processes under ECPA and 
FISA require prior authorization from an independent court. For national security requests, EO 14086 
implemented new safeguards that were deemed sufficient by the EC in its adequacy decision. 



 

 

3. Availability of Redress: EO 14086 established a new, two-tier redress mechanism to provide binding 
remedies for individuals in “qualifying states” (which includes the EU, UK, and Switzerland). 

• First Tier: An individual can submit a complaint to the Civil Liberties Protection Officer 
(CLPO) within the Office of the Director of National Intelligence. The CLPO investigates and 
can issue a binding decision. 

• Second Tier: If unsatisfied with the CLPO’s decision, the individual or the CLPO can appeal to 
the Data Protection Review Court (DPRC). The DPRC is an independent body with the power to 
issue binding remedial orders. 

This mechanism was specifically designed to address the redress concerns raised by the Court of Justice 
of the European Union. Furthermore, individuals whose information is used against them in a legal 
proceeding have the right to challenge the legality of the underlying surveillance.  

4. Privacy Framework: The U.S. does not have a single, comprehensive federal data protection law. 
Instead, it uses a sectoral approach with laws governing specific types of data or industries (e.g., HIPAA 
for health information, GLBA for financial information). The U.S. Constitution provides foundational 
privacy rights, and numerous states, led by California with the CCPA/CPRA, have enacted 
comprehensive privacy laws. The Federal Trade Commission (FTC) serves as the primary federal 
consumer privacy enforcement agency, however, following the Supreme Court’s June 29, 2026, ruling 
in Trump v. Slaughter, the FTC’s structural independence as a regulator is now subject to question, as 
the Court held that the President may remove FTC Commissioners at will rather than only for cause. 
This development is relevant to any assessment of the adequacy of U.S. privacy enforcement for the 
purposes of EU-U.S. data transfers. The U.S. also adheres to international instruments like the OECD 
Guidelines and participates in the Global Cross-Border Privacy Rules (CBPR) Forum. 

5. Conclusion: The EU Commission has formally recognized the EU-U.S. Data Privacy Framework as 
providing an adequate level of protection for personal data. For transfers covered by BlackLine’s DPF 
certification, the adequacy decision means a separate SCC-based TIA is generally not required. This 
adequacy decision is based on the finding that the safeguards introduced by Executive Order 14086, 
particularly the requirements of necessity and proportionality and the creation of the DPRC redress 
mechanism, effectively address the concerns identified in the Schrems II ruling. However, the DPF’s 
continued validity is subject to heightened uncertainty following the Supreme Court’s ruling in Trump v. 
Slaughter (June 29, 2026), which calls into question the FTC’s independence as an enforcement 
authority— a structural element on which the adequacy decision relies. The European Commission is 
reviewing the ruling’s implications, and legal challenges by privacy advocacy groups could lead to 
suspension or invalidation of the DPF.  

Based on this, and taking into account BlackLine’s specific business model (processing ordinary 
commercial data of low interest to intelligence agencies), robust encryption and supplementary 
measures, BlackLine’s lack of historical government requests, the comprehensive legal safeguards 
validated by the 2024 European Commission DPF review, and the 2025 European General Court 
Latombe ruling, BlackLine has determined that transfers of personal data to the United States do not 
prevent compliance with the SCCs or otherwise interfere with the data protection safeguards they 
provide. Notwithstanding this conclusion, BlackLine maintains this TIA and the SCCs as a parallel, 
independent transfer mechanism alongside its DPF certification. This ensures an alternative legal basis is 
in place in the event the DPF is suspended, repealed, or invalidated.  BlackLine will continue to monitor 
guidance from the European Commission, the EDPB, and EU courts and will update this TIA upon any 
material development, including any European Commission decision regarding the implications of 
Trump v Slaughter for the DPF adequacy decision.  

  



 

 

Australia 

Transfer Mechanism 

We provide a Data Processing Agreement, which incorporates the SCCs, as well as data protection 
terms, to our customers as part of our standard agreement with them.  

To rely on the SCCs, BlackLine must assess whether Australian law fundamentally interferes with the 
data protection safeguards provided by the SCCs. This assessment is guided by the EDPB 
Recommendations. The core analysis evaluates if Australian state surveillance and government access 
laws exceed what is necessary and proportionate in a democratic society, and whether adequate 
oversight and individual redress mechanisms exist for data subjects. 

Assessment of Australian Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Privacy Act 1988  

• Crimes Act 1914 (Cth) 

• Criminal Code Act 1995 (Cth) 

• Mutual Assistance in Criminal Matters Act 1987 (Cth) 

• Surveillance Devices Act 2004 (Cth) 

• Australian Crime Commission Act 2002 (Cth) 

• Australian Security Intelligence Organisation Act 1979 (Cth) 

• Intelligence Services Act 2001 (Cth) 

• Foreign Influence Transparency Scheme Act 2018 (Cth) 

• National Security Legislation Amendment (Espionage and Foreign Interference) Act 2018 
(Cth), which amends the Criminal Code Act 1995 (Cth) 

• Surveillance Legislation Amendment (Identify and Disrupt) Act 2021 (Cth) 

• Telecommunications (Interception and Access) Act 1979 (Cth) 

• Telecommunications Act 1997 (Cth) 

1. Government Access Laws: Australian law enforcement and intelligence agencies possess broad 
statutory powers to compel organizations to disclose information, including personal data. Generally, if a 
public authority issues a valid warrant or other authorization requesting the production of data, and that 
data is within BlackLine Australia’s possession or control (e.g., located in premises or stored on devices 
owned by BlackLine Australia), BlackLine Australia would be required to produce that data even if it is 
located overseas. This includes information that relates to a customer of another BlackLine entity that is 
within BlackLine Australia’s possession or control. However, BlackLine Australia should not produce 
data which is within the possession or control of another BlackLine entity (e.g., BlackLine Systems in the 
US) rather than its own (though warrants and authorizations requiring the production of information will 
generally require the relevant information to be within the target entity’s possession or control). In these 
instances, public authorities would need to instead rely on the MLAT process, by which Australia is able 
to make and receive law enforcement requests for data from any country under the Mutual Assistance in 
Criminal Matters Act 1987 (Cth) (“MACM Act”), including by treaties on mutual assistance with the 
U.S. Additionally, international production orders (IPOs) under the Australia-U.S. CLOUD Act 
Agreement facilitate cross-border data access between the two jurisdictions. Now operational, public 
authorities in Australia may otherwise rely on the new IPO process described above to request access to 
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the data from BlackLine Systems, Inc. in the U.S. and its other entities based in or operating in the U.S.  

2. Necessity and Proportionality: While Australian surveillance powers are broad, they are constrained 
by legal limits designed to ensure necessity and proportionality. Law enforcement authorities are 
generally required to obtain a warrant or authorization from an independent judicial authority before 
exercising data access powers; however, not all requests for access to data and surveillance are subject to 
prior independent judicial authorization, and a process for review and reform of Australia’s surveillance 
laws is ongoing. In practice, it can be difficult to determine how governmental authorities use all of their 
surveillance powers, as in several cases authorities are not required to publicly report on when and how 
they use these powers - though independent oversight and review, including reporting to independent 
statutory bodies, is embedded throughout the surveillance legislation framework. Intelligence agencies 
operate under strict statutory mandates, restricting their activities to matters demonstrably necessary for 
national security, foreign relations, or economic well-being. Furthermore, these foreign intelligence 
powers are primarily designed to target individuals who are not Australian citizens or permanent 
residents, and the agencies are subject to independent oversight to ensure they act legally and with 
propriety.  

3. Availability of Redress: Agencies are kept in check by independent statutory bodies with direct 
oversight capabilities, such as the Office of the Commonwealth Ombudsman and the Inspector-General 
of Intelligence and Security (IGIS). BlackLine has procedural avenues to challenge unlawful data 
requests by verifying formal validity, refusing voluntary compliance, formally disputing the legal 
process, and pursuing judicial appeals. If compelled to provide data, BlackLine can file complaints with 
the Commonwealth Ombudsman. There is no right of redress for individuals in respect of requests from 
US authorities under the Australia-US CLOUD Act. For data subjects, the Privacy Act 1988 provides 
rights to seek injunctive relief and compensation. Covert surveillance presents inherent challenges for 
individual redress due to the difficulty of proving access occurred. In such scenarios, individuals can 
lodge complaints with the IGIS. This combination of judicial challenge and non-binding oversight for 
covert operations is comparable to mechanisms accepted in existing EU adequacy decisions, such as the 
Republic of Korea. Amendments made to the Privacy Act in December 2024 do not change the above 
analysis.  

4. Privacy Framework: Australia has signed and adopted the following privacy related commitments: 
International Covenant on Civil and Political Rights; OECD Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data; Asia-Pacific Economic Cooperation Privacy Framework; and 
APEC Cross Border Privacy Rules. In addition, Australia maintains a mature data protection regime 
anchored by the Privacy Act 1988 and overseen by the Office of the Australian Information 
Commissioner (OAIC). This framework enforces strict principles regarding the collection, use, storage, 
and disclosure of personal data. Amendments made to the Privacy Act in December 2024 expanded the 
OAIC’s enforcement powers, introduced multi-tiered civil penalties, and established a statutory tort for 
serious privacy invasions that commenced in 2025. While national security and intelligence agencies are 
exempt from the Privacy Act, they are subject to separate statutory authorities, oversight mechanisms, 
and accountability frameworks to prevent arbitrary or unlawful interference with privacy.  

5. Conclusion: Australian laws governing government access and surveillance do not go beyond what is 
necessary and proportionate in a democratic society to safeguard important public interest objectives. 
The combination of judicial authorization, independent oversight, and available redress mechanisms 
aligns fundamentally with the EDPB Recommendations, including requirements relating to legality, 
necessity and proportionality, independent oversight, and effective judicial or administrative remedies. 
Based on this assessment combined with BlackLine’s supplementary measures, BlackLine has 
determined that transfers of personal data to Australia do not prevent compliance with the SCCs or 
otherwise interfere with the data protection safeguards they provide. 

  



 

 

Singapore 

Transfer Mechanism 

We provide a Data Processing Agreement, which incorporates the SCCs, as well as data protection 
terms, to our customers as part of our standard agreement with them.  

To rely on the SCCs, BlackLine must assess whether Singapore law fundamentally interferes with the 
data protection safeguards provided by the SCCs. This assessment is guided by the EDPB 
Recommendations. The core analysis evaluates if Singapore state surveillance and government access 
laws exceed what is necessary and proportionate in a democratic society, and whether adequate 
oversight and individual redress mechanisms exist for data subjects. 

Assessment of Singapore Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Personal Data Protection Act 2012 (No. 26 of 2012) (PDPA) (governs private sector) 

• Public Sector (Governance) Act 2018 (governs public sector) 

• Criminal Procedure Code (CPC) 

• Telecommunications Act 

• Prevention of Corruption Act 

• Protection from Harassment Act 

• Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of Benefits) Act 1992 

• Official Secrets Act 

• Cybersecurity Act 2018 

• Computer Misuse Act 1993 

• Foreign Interference (Countermeasures) Act 2021 

• Mutual Assistance in Criminal Matters Act 2000 

1. Government Access Laws: Singapore law enforcement and government authorities possess statutory 
powers to access and seize data stored in Singapore. The Cybersecurity Act 2018 empowers the 
Commissioner of Cybersecurity to require information from and investigate cybersecurity incidents 
relating to Critical Information Infrastructure (CII), but BlackLine’s systems are unlikely to be 
designated as CII. Under the CPC, the Singapore Police may issue written orders compelling production 
of documents and digital data deemed necessary or desirable for criminal investigations. Under the 
Corruption, Drug Trafficking and Other Serious Crimes Act 1992, authorized officers investigating 
criminal conduct may apply for access to relevant records. Section 58 of the Telecommunications Act 
1999 grants the relevant Minister authority to issue broad directions to telecommunication licensees. 
However, BlackLine is not a telecommunications licensee and would not be expected to require 
licensing under the Telecommunications Act, substantially limiting the practical application of this 
provision to BlackLine’s operations. The Official Secrets Act 1935 further permits the Minister to 
request production of messages from telecommunication systems for public interest reasons; as with 
Section 58, this primarily concerns telecom operators rather than commercial SaaS providers. 
BlackLine, as a commercial SaaS provider processing ordinary business data considers the practical risk 
of government access to customer personal data to be low. To date, BlackLine has not been the subject 
of any written order, subpoena, or other request from Singapore authorities regarding personal data 
stored in Singapore or relating to Singapore residents. 
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2. Necessity and Proportionality: Singapore law does not provide for a consistent requirement of prior 
judicial authorization before government access to personal data. While powers under the Criminal 
Procedure Code are targeted at specific criminal investigations, access requests are generally not subject 
to mandatory prior judicial authorization or independent supervision — approval by a high-ranking 
police officer may suffice in certain circumstances. Although judicial review of government access is 
theoretically available on established grounds of illegality, irrationality, or procedural impropriety, 
Singapore courts have historically adopted a deferential stance toward the executive branch on national 
security matters, granting the executive significant leeway. Administrative review mechanisms, such as 
those available under the Internal Security Act, are unlikely to be considered sufficiently independent by 
EU standards. Against these limitations, Singapore’s PDPA incorporates principles analogous to EU law 
— including accountability, proportionality, necessity, and reasonableness — and non-compliance 
carries significant penalties. Singapore also benefits from a high rule-of-law ranking in the World Justice 
Project Rule of Law Index, reflecting strong adherence to legal principles and an independent judiciary 
in commercial and civil matters. BlackLine, as a commercial SaaS provider processing ordinary 
financial data, considers the practical likelihood of indiscriminate government access to be low. 
Nonetheless, the absence of consistent prior judicial oversight and the breadth of Section 58 of the 
Telecommunications Act 1999 present challenges to a straightforward finding of alignment with the 
European Essential Guarantees. 

3. Availability of Redress: Both individuals and organizations have procedural avenues to challenge 
government requests for personal data. A state authority’s request can potentially be contested via 
judicial review on grounds of illegality, irrationality, or procedural impropriety. However, Singapore 
courts have historically adopted a deferential stance toward the executive on national security matters, 
meaning judicial review provides a theoretically available but not robustly protective remedy in that 
context. The legal framework also provides avenues to challenge administrative actions, including 
appeals to the relevant Minister. For data subjects, the PDPA provides rights to seek enforcement action 
through the Personal Data Protection Commission (PDPC), which actively investigates and sanctions 
violations. Covert surveillance presents inherent challenges for individual redress, as individuals are 
unlikely to be aware that their data has been accessed. In practice, Singapore’s high rule-of-law 
standards and actively enforced PDPA regime provide a meaningful baseline, but individual redress for 
national security access is limited by the absence of a dedicated independent oversight body comparable 
to those that exist in EU member states. 

4. Privacy Framework: Singapore maintains a robust and mature privacy regime that provides 
individuals with a high level of protection. The primary legislation is the PDPA, which grants a broad 
set of rights and protections for personal data. This is enforced by the PDPC, which actively investigates 
and brings enforcement actions for PDPA violations. Beyond statutory data protection, Singapore 
provides indirect privacy rights through a broad framework of common law and statutory torts, including 
the Protection from Harassment Act, nuisance, trespass to the person, defamation, and the law of 
confidence. Internationally, Singapore is a participant in the APEC Cross-Border Privacy Rules (CBPR) 
and has entered into the APEC Privacy Framework. 

5. Conclusion: Singapore maintains a strong data protection regime under the PDPA and benefits from a 
high rule-of-law ranking and a robust judiciary in commercial matters. The PDPA incorporates 
fundamental data protection principles akin to EU law, such as accountability, proportionality, necessity, 
and reasonableness. However, Singapore’s legal framework presents challenges regarding necessity, 
proportionality, and the robustness of redress under the EDPB Recommendations. In particular, 
government access to personal data is not consistently subject to prior judicial authorization (approval by 
a high-ranking police officer may suffice), Section 58 of the Telecommunications Act 1999 confers 
broad ministerial authority that could facilitate generalized access, and Singapore courts have 
historically deferred to the executive on national security matters. Taking into account the nature of 
BlackLine's services — processing ordinary commercial business data of low relevance to criminal 



 

 

investigation or national security — the practical risk of government access to customer personal data is 
low. Combined with BlackLine's robust technical, contractual, and organizational supplementary 
measures (including encryption of data in transit and at rest, strict least-privilege access controls, and 
policies for challenging unlawful government requests, as detailed in the supplementary measures 
section of the FAQ above), BlackLine has determined that transfers of personal data to Singapore do not 
prevent compliance with the SCCs or otherwise interfere with the data protection safeguards they 
provide. 

  



 

 

Mexico 

Transfer Mechanism 

We provide a Data Processing Agreement, which incorporates the SCCs, as well as data protection 
terms, to our customers as part of our standard agreement with them.  

To rely on the SCCs, BlackLine must assess whether Mexican law fundamentally interferes with the 
data protection safeguards provided by the SCCs. This assessment is guided by the EDPB 
Recommendations. The core analysis evaluates if Mexican state surveillance and government access 
laws exceed what is necessary and proportionate in a democratic society, and whether adequate 
oversight and individual redress mechanisms exist for data subjects. 

Assessment of Mexican Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Federal Law on the Protection of Personal Data Held by Private Parties (2025), which 
replaced the prior FLPPDPP of 2010 (“the Data Protection Law”) 

• Regulations to the Data Protection Law (“the Regulations”) 

• The Constitution of Mexico 

• Federal Law to Prevent and Eliminate Discrimination  

• Federal Criminal Law 

1. Government Access Laws: Mexican authorities possess statutory powers to access information, 
including personal data, for law enforcement, criminal investigation, and national security purposes. 
Government authorities may seek access to personal data through judicially authorized investigative 
measures and other legal mechanisms established under applicable law. National security and law 
enforcement agencies may request information where authorized by law and subject to applicable 
procedural requirements. In general, access to the content of private communications requires judicial 
authorization pursuant to Article 16 of the Mexican Constitution. Government authorities are not granted 
unrestricted authority to compel disclosure of personal data outside the procedures established by law. 
Notably, requests or orders from foreign law enforcement agencies must be validated by Mexican 
courts to be enforceable in Mexico; a company may refuse to comply with any foreign request that has 
not been so validated. 

2. Necessity and Proportionality: Privacy and protection of personal data are recognized as constitutional 
rights in Mexico. Article 16 of the Mexican Constitution establishes protections for private 
communications and requires legal authorization for government intrusions into private 
communications. Government surveillance and investigative powers are generally subject to legal 
requirements intended to ensure that access is tied to legitimate public interest objectives, including 
criminal investigations and national security matters. Judicial authorization requirements, constitutional 
protections, and procedural safeguards provide limits on government access powers and help ensure that 
such access is not arbitrary. 

3. Availability of Redress: Individuals in Mexico have multiple avenues to seek remedies for alleged 
violations of privacy and data protection rights. As of March 2025, the Ministry of Anticorruption 
and Good Governance (the “Ministry”) serves as the primary enforcement authority for the Data 
Protection Law, having assumed this role from the now-dissolved National Institute of Transparency, 
Access to Information, and Protection of Personal Data (INAI). The Ministry has authority to conduct 
investigations, sanction data protection controllers, and issue binding resolutions. Resolutions issued by 
the Ministry may be challenged through amparo proceedings before specialized judges and courts. 
Individuals may also seek broader judicial remedies under applicable constitutional and administrative 
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procedures. The Mexican constitutional amparo process provides a mechanism through which 
individuals may challenge government actions alleged to violate their constitutional rights. 
Organizations receiving government requests for information may challenge requests that are believed to 
be unlawful, invalid, or disproportionate through available judicial and administrative procedures. 

4. Privacy Framework: Mexico’s data protection framework was substantially updated by the Data 
Protection Law in 2025. Among other things, the 2025 reform transfers regulatory authority from INAI 
to the Ministry. All pending matters that were unresolved by INAI at dissolution are now handled by the 
Ministry. While this shifts enforcement from an independent agency to the executive branch, the 
necessity and proportionality analysis rests on constitutional protections and judicial oversight–both of 
which remain intact. Ministry decisions may be challenged through amparo proceedings before 
specialized courts. The constitutional right to personal data protection is separately recognized under 
Article 16 of the Mexican Constitution, which was amended in 2009 to enshrine the protection of 
personal data as a distinct constitutional right, separate from the general right to privacy established in 
the same article. Mexico also participates in several international frameworks, including the 
International Covenant on Civil and Political Rights and the American Convention on Human Rights.  

5. Conclusion: Mexico recognizes privacy and personal data protection as constitutional rights and 
maintains a comprehensive statutory framework governing the processing of personal data by private-
sector organizations, most recently updated by the new Data Protection Law. Government access to 
personal data is subject to constitutional protections, judicial oversight requirements in key contexts, and 
available legal remedies. The 2025 reform transferred enforcement authority from the previously 
autonomous INAI to the Ministry, an executive-branch body. While this is a structural change in 
Mexico’s regulatory oversight architecture, the assessment of the necessity and proportionality of 
government access rests primarily on constitutional protections and judicial oversight mechanisms – 
both of which remain intact. Judicial remedies remain available to challenge Ministry decisions and 
government access requests. Based on this assessment, and taking into account the nature of its services 
and BlackLine’s supplementary measures, BlackLine has determined that transfers of personal data to 
Mexico do not prevent compliance with the SCCs or otherwise interfere with the data protection 
safeguards provided by the SCCs. 

 

  



 

 

Costa Rica 

Transfer Mechanism 

We provide a Data Processing Agreement, which incorporates the SCCs, as well as data protection 
terms, to our customers as part of our standard agreement with them.  

To rely on the SCCs, BlackLine must assess whether Costa Rican law fundamentally interferes with the 
data protection safeguards provided by the SCCs. This assessment is guided by the EDPB 
Recommendations. The core analysis evaluates if Costa Rican state surveillance and government access 
laws exceed what is necessary and proportionate in a democratic society, and whether adequate 
oversight and individual redress mechanisms exist for data subjects. 

Assessment of Costa Rican Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Law for the Protection of Persons Against the Treatment of Personal Data (“Personal Data 
Law”) 

• Constitution of Costa Rica 

• Law on Registration, Seizure and Analysis of Private Documents and Interception of 
Communications (“LRSA”) 

• General Telecommunications Law 

 
1. Government Access Laws: The Constitution of Costa Rica permits authorities to access private 
documents and intervene in communications, but only with prior judicial authorization. Specific laws, 
such as the LRSA, empower intelligence and security agencies to access personal data pursuant to a 
criminal investigation. The police and prosecutors can request this information, but they cannot compel 
its production without a court order. Any attempt by an authority to obtain personal data without a valid 
court order is considered unlawful. 

2. Necessity and Proportionality: The legal framework in Costa Rica strongly supports the principles of 
necessity and proportionality. Privacy is enshrined as a fundamental right in the Constitution. 
Government access to personal data is not arbitrary; it is an exceptional measure that requires prior 
authorization from an independent judge for every case. The law requires that a request for data must be 
justified, specific to a criminal investigation, and cannot be for information unrelated to the case. For 
example, communication interceptions are only possible for a limited number of serious crimes (e.g., 
kidnapping, money laundering), are time-limited, and are subject to judicial supervision. 

3. Availability of Redress: Costa Rica provides robust avenues for redress for both companies and 
individuals. If BlackLine receives an unlawful request for data (e.g., one without a court order), it can 
challenge it through an “amparo” procedure directly before the Constitutional Court. Individuals, 
regardless of their nationality, can also file complaints about unlawful data processing with the data 
protection authority, the Agencia de Protección de Datos de los Habitantes (“PRODHAB”). Decisions 
from PRODHAB can be appealed through the judicial system. Individuals can also file claims directly 
with the independent and impartial Constitutional Court, which provides fair and public hearings. 

4. Privacy Framework: Costa Rica has a comprehensive data protection regime. The right to data 
protection has been recognized by the Constitutional Court since the 1990s. The primary law is the Law 
for the Protection of Persons Against the Treatment of Personal Data (Law No. 8968), which applies to 
both public and private entities and is enforced by the PRODHAB. Although the PRODHAB is part of 
the Ministry of Justice and not fully independent, its decisions are subject to review by the independent 
judiciary. The legal framework is designed to protect personal information throughout its lifecycle and 

https://www.blackline.com/legal/data-privacy-addendum


 

 

aligns with international human rights standards, with Costa Rica being a recent member of the OECD. 

5. Conclusion: Costa Rican law provides strong protections for personal data that align with the 
European Essential Guarantees. Government access to data is not permitted without prior authorization 
from an independent court, ensuring that such access is targeted, necessary, and proportionate. The legal 
framework provides effective judicial redress mechanisms for both companies and individuals to 
challenge unlawful requests. Based on this assessment combined with BlackLine’s supplementary 
measures, BlackLine has determined that transfers of personal data to Costa Rica do not prevent 
compliance with the SCCs or otherwise interfere with the data protection safeguards they provide. 

 

  



 

 

India 

Transfer Mechanism 

We provide a Data Processing Agreement, which incorporates the SCCs, as well as data protection 
terms, to our customers as part of our standard agreement with them.  

To rely on the SCCs, BlackLine must assess whether Indian law fundamentally interferes with the data 
protection safeguards provided by the SCCs. This assessment is guided by the EDPB Recommendations. 
The core analysis evaluates if Indian state surveillance and government access laws exceed what is 
necessary and proportionate in a democratic society, and whether adequate oversight and individual 
redress mechanisms exist for data subjects. 

Assessment of Indian Law Regarding Public Authority Access to Personal Data 

The relevant legislation includes: 

• Digital Personal Data Protection Act, 2023  

• Information Technology Act, 2000 (IT Act) 

• Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) 

• Telecommunications Act, 2023 

• Telegraph Act (1885)  

1. Government Access Laws: Indian law enforcement and national security agencies possess broad 
statutory powers to compel organizations to disclose information, including personal data. Under laws 
such as the IT Act and the BNSS, a government agency, court, or police officer can issue a written 
request, summons, or warrant compelling the production of data. Generally, if a public authority issues a 
valid warrant or other authorization requesting the production of data, and that data is within BlackLine 
India’s possession or control, BlackLine India would be required to produce that data even if it is stored 
overseas. This includes information that relates to a customer of another BlackLine entity that falls 
within BlackLine India’s local operational custody. However, BlackLine India should not produce data 
which is within the exclusive possession or control of another BlackLine entity (such as BlackLine 
Systems, Inc. in the US) rather than its own. In those instances, Indian authorities would need to rely on 
the Mutual Legal Assistance Treaty (MLAT) process to request data from the foreign jurisdiction. 
Unlike jurisdictions with operational CLOUD Act international production orders, cross-border requests 
to foreign BlackLine entities from India remain bound to traditional MLAT channels. 

2. Necessity and Proportionality: The Supreme Court of India has recognized the right to privacy as a 
fundamental right under the Indian Constitution, which limits the scope of application of these Indian 
surveillance laws. In particular, under applicable rules, any interception, monitoring or decryption of 
electronic information by the Indian government must be approved by a competent authority (e.g., the 
Union Home Secretary), and such approval is subject to mandatory periodic reviews. While the right to 
privacy is recognized as a fundamental right in India, the legal framework for government access 
contains potential inconsistencies with the principles of necessity and proportionality. Legislation like 
the IT Act and the BNSS grants wide discretionary powers to public authorities without clearly defined 
limitations that would ensure access is targeted and not excessive. For instance, the IT Act permits 
access for a broad range of public interest purposes, and the BNSS can be invoked for any information 
deemed “necessary or desirable” for an investigation. Although some procedural rules exist, the 
framework lacks the strict judicial oversight and precise criteria required to squarely meet European 
standards for necessity and proportionality. 

3. Availability of Redress: BlackLine has established procedural avenues to challenge unlawful data 
requests by verifying formal validity, refusing voluntary compliance, formally disputing the legal 
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process, and pursuing judicial appeals. For data subjects, individuals in India, regardless of citizenship, 
have a constitutional right to seek judicial remedies before the Indian Supreme Court and High Courts to 
enforce their fundamental rights, including the right to privacy. They can bring constitutional or 
administrative law challenges against surveillance orders on grounds of procedural irregularities or the 
invalidity of the underlying law. However, the effectiveness of these redress mechanisms is limited by a 
lack of transparency. Without knowledge that their data has been accessed, it is difficult for individuals 
to pursue these remedies. Oversight for national security interception is handled by a Review Committee 
composed of members of Executive branch of government, which is not an independent judicial body. 

4. Privacy Framework: India’s first comprehensive data protection law is the Digital Personal Data 
Protection Act, 2023 (“DPDP”). In November 2025, India’s Ministry of Electronics and Information 
Technology officially notified the Digital Personal Data Protection Rules, 2025, bringing the DPDP 
framework into force through a staggered, phased implementation timeline. The DPDP establishes clear 
rights for Data Principals (individuals) and strict obligations for Data Fiduciaries (entities determining 
data processing). The regulatory and enforcement mechanism is overseen by the newly established Data 
Protection Board of India (DPB). Organizations have a phased 18-month transition window to meet full 
operational compliance by May 13, 2027 (including strict consent notices, data erasure, and penalties for 
data breaches). The DPDP contains broad exemptions for government and national security agencies 
when processing personal data in the interest of national sovereignty, state security, or law enforcement, 
meaning individuals cannot exercise their standard DPDP privacy rights against government 
surveillance activities. However, while national security and intelligence agencies are exempt from 
DPDP, they remain subject to separate statutory authorities, executive oversight mechanisms (such as 
the central and state Review Committees), and constitutional accountability frameworks designed to 
prevent arbitrary or unlawful interference with privacy. 

5. Conclusion: While India provides constitutional privacy rights, its laws governing government access 
and surveillance grant broad discretionary powers and rely on executive rather than independent judicial 
oversight. As a result, the Indian legal framework presents challenges regarding the European Essential 
Guarantees as set out in the EDPB Recommendations — particularly with regard to necessity, 
proportionality, and the independence of redress mechanisms. However, taking into account the nature 
of the services and the robust technical, contractual, and organizational supplementary measures 
implemented by BlackLine (including encryption of data in transit and at rest using AES-256 and TLS, 
strict least-privilege access controls, sub-processor due diligence, contractual obligations, and 
established policies for challenging unlawful government requests), BlackLine has determined that the 
practical risk of unlawful government access is sufficiently mitigated. Therefore, with these 
supplementary measures in place, transfers of personal data to India do not prevent compliance with the 
SCCs or otherwise interfere with the data protection safeguards provided by the SCCs. BlackLine will 
continue to monitor developments in Indian surveillance law and the DPDP’s implementation.  


